AQ 106 (Rev. 7/87) Affidavii for Search Warrant

Unlted States District Courtns
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WESTERN DISTRICT OF WASHINGTON JUN 122000 ik
In the Matter of the Search of t APPLICATION AN %‘Qﬂ}BA
accessing electronic mossags(s) dnocted 1o | FOR SEARCH WARRAN sy,

administrator(s} of MySpace account
“Timberlinebombinfo™ and opening message(s)
delivered to that account by the government,

FILED UNDER SEAL

m3Io7 - sw‘/

1, U.S. FBI Special Agent Norman B. Sanders, Jr., being duly sworn depose and say:

e ———— LY

I am a(n)Special Agent with the Federal Bureau of Investisations (FBI), and have reason to believe that { ) on the person
of or (XX ) on the property known as (name, description andur tocatian)

Any computer accessing elecironic message(s)directed to administrator(s) of MySpace accourit
“Timberlinebombinfo” and opening message(s) delivered to that account by the government.

in the Western District of Washington, there is now concealed a certain person or property, namely:
{describe the person or propery to be seized}
Network level messages, IP addresses, MAC addresses, other variables, and certain registry-type information,
THIS WARRANT DOES NOT SEEK AUTHORIZATION TO OBTAIN THE CONTENT OF ANY
. ELECTRONIC COMMUNICATIONS

which is {state one or more basis for search and seizure set forth under Rule 41{b) of the Federal Rules of Criminal Procedure)
Evidence of a crime

concerning a violation of Tifle 18 United States Code, Section(s) 875{c); 1030(a}(5)}(A}i) and (B)(iv). The facts to support a
finding of Probable Cause are as follows:

See attached Affidavit of Special Agent Norman B. Sanders, Jr.

Continued on the attached sheet and made a part hereof. (X) Yes ()} No

Signature of Affiant |
NORMAN B, SANDERS, IR,

Sworn to before me, and subscribed in my presence:

June /2~ 2007 A 1.4l | at Seaitle. Washington

Date _ ' ’ City and State

JAMES P. DONOHUE. United States Magistrate Judge /%MO ?M
Name and Title of Judicial Officer at e of Judicial Officer
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STATE OF WASHINGTON : : : g
$S:
COUNTY OF KING _

Norman B. Sanders Jr., being duly sworn on oath,'deposes and says:
1. I am a Special Agent for the Federal Bureau of Investigation (“FBI”), and
have been such for the past five years. Prior to becoming a Special Agent, I was

employed by the FBI as a Computer Forensic Examiner, for six and one-half years. I

| am currently assigned to the Seattle Office’s Cyber Crime Squad, which investigates .

various computer, and Internet-related federal crimes.

2. My experience as an FBI Agent has included the investigation of cases

involving Computer Intrusions, Extortion, Internet Fraud, Identity Theft, Crimes |

Against Children, Intellectnal Property Rights, and other federal violations involving
computers and the Internet. I have also received specialized training and gained
experience in interviewing and interrogation techniques, arrest procedures, search
warrant applications, the execution of searches and seizures, cyber crimes computer

evidence identification, computer evidence seizure and forensic processing, and various

other criminal laws and procedures. I have personally participated in the execution of
arrest warrants and search warrants involving the search and seizure of computers and
electronic evidénce, as well as paper documents and personal belongings.

3. I am an investigative or law enforcement officer of the United States
_within the meaning of Section 2510(7) of Title 18, Unitéd States Code, in that I am
empowered by law to conduct investigations and to make arrests for federal felony
offenses.' | _

4. Relative to this investigation, my duties include the investigation of

offenses including violations of Title 18, United States Code, Sections 875(c) (Interstate

Transmission of Communication Containing Threat to Injure), and 1030(a)(5)(AX() and
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(B)(iv) (Computer Intrusion Causing a Threat to Public Safety).

5. . I submit this affidavit in support of the application of the United States for
a search warrant. This search warrant pertains to the Government’s planned use of a
specialized technique in a pending criminal investigation. Essentially, if a warrant is
approved, a communication will be sent to the computer being used to administer

www.myspace.com ' (“MySpace”) user account “Timberlinebombinfo™.

The communication to be sent is designed to cause the above referenced
computer to transmit data, in response, that will identify the computer and/or the
user(s) of the c:omputer.2 - In this manner, the FBI may be able to identify the computer
and/or user of the computer that are involved in committing criminal violations of
United States Code specifically, Title 18, United States Code, Sections 875(c)
(Interstate Transmission of Communication Containing Threat td Injure), and
1030(a)(5)(A)(i) and (B)(iv) (Computer Intrusion Cailsing a Threat to Public Safety).

| More specifically, the United States is applying for a search warrant authorizing:

a). the use of a Computer & Internet Protocol Address® (“IP address™)

MySpace is a international free service that uses the Internet for online communication through

an interactive social network of photos, videos, weblogs, user profiles, blogs, e-mail, instant
messaging, web forums, and groups, as well as other media formats. MySpace users are capable of
customizing their user webpage and profile. Users are also capable of searching or browsing other
MySpace webpages and adding other users as “friends”. If the person identified approves your
“friend” request, he or she will be added to your list of friends. Users are capable of sendmg MySpace -

‘messages and posting comments on .other user’s MySpace webpages.

z In submitting this request, the Government respectfully does not concede that a reasonable

expectation of privacy exists in the internet protocol address assigned by a network service provider. or
other provider to a specific user and used to address and route electronic communications to and from
that user. Nor does the government concede that a reasonable expectation of privacy is abridged by the
use of this communication technique, or that the use of this technique to collect a computer sIP
address, MAC address or other variables that are broadcast by the computer whenever it is connected
to the Internet, constitutes a search or seizure.

: Conceptually, IP addresses are similar to telephone numbers, in that they are used to identify
computers that exchange information over the Internet. An IP address is a unique numeric address
used to direct information over the Internet and is a series of four numbers, each in the range 0-255,
separated by periods (e.g., 121.56.97.178). In general, information sent over the Internet must
contain an originating IP address and a destination IP address, which identify the computers sending
and receiving the information. Section 216 of the USA Patriot Act (P.L. 107-56) amended 18 U.S.C.
883121 et seq to specifically authorize the recovery of “addressing” and “routing” information of
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