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Test Case / Demonstration
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Window Injection
Vulnerability.

Welcome to Citibank

Step 1
This demonstration will open the CitiBan

When viewing the CitiBank web site, clic
one below. This should nermally cpen a
from CitiBank about fraudulent emails.
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¢« signon = help

& Open account

« COntact us

« sgarch « privacy e« citl.com

What would you like to do? ¥

PRODUCTS & SERVICES |

PLANNING & TOOLS

| INVESTING & MARKETS

| SPECIAL OFFERS

citl en espafiol »

Step 2

Starting the test is done by clicking the
if vou have a pop-up blocker enabled, o
g pop-up blocker enabled.

With Pop-up Blocker:
Test Mow - With Pop-up Blocker - Left Cl

Without Pop-up Blocker:
Test Mow - Without Pop-up Blocker - Lef

Please note. If vou wish to run the testr
this page before each test.

look

product or service

N

Welcome to Citibank >i9n.on

- Counts

[ Choose one -

S EUU for you when you open a

Citibank Checking account online. ® Consumer Alert

beware of fraudulent e-mails »

Step 3 [ Choose one s

You are vulnerable, if @ pop-up window |
Secunia and not from CitiBank.

smartdeals

EEDU just for you.

Get up to $200 for banking
anlime with Citibanlk, what
could be easier?

Nhat should vou do*?
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select a country
global locations [ United States = I

0% APR¥* on
balance transfers
and purchases for 12 months
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Platinum Select®

Let Citi assist

you with college.

Get a $500 credit
at clasing...

Apply online for a CiHAssiIstE
Student Loan and get a

, , horme with
response in minutes,

Card. ,hpEﬁ'; CibMortgage.
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